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€Congress can make a General, but only communications can
n acommander.” General Omar Bradle

Ml
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Dwi ght Ei senhower warned the country in his farewell

address in January 1961:

“This conjunction of an inmense mlitary establishnment
and a large arnms industry is new in the Anmerican
experience. W nust guard against the acquisition of
unwarranted influence, whether sought or unsought, by
the mlitary industrial conplex. The potential for the
di sastrous rise of msplaced power exists and w |

persist.”?

Wth the recent award of the U S. Arny’s warfighter informtion
network-tactical (WNT) contract to General Dynam cs

Cor poration and Lockheed Martin, President Ei senhower’s words
seemomnous. While WNT will provide today’s warfighter with
informati on superiority and redundancy fromthe strategic to the
tactical levels of operations, the current contract |ocks the
US. Arny into a proprietary systemthat may hanper the U. S.
Arny’s ability to respond quickly to the changing battlefield.

I nstead, the U S. Arny Signal Corps should play a nore active
role in designing a battlefield comruni cations architecture that

woul d enpl oy conmerci al -of f-the-shelf technologies (COTS) with

'Bartlett’s Familiar quotations



conmbn user interfaces, because it is both tine and cost

effective and nore responsive to the changing battlefield.

Background

The U.S. Arny currently projects voice and data files tol.
satellites 23,900 m|es above the earth’s equator using super
hi gh frequency (SHF). In addition, fiber optic transm ssions
traveling at 198,000 nmiles per second (the speed of |ight) send
voi ce and data files around the earth nore than seven tinmes in
| ess than a second. Today, the speed of mlitary maneuver, the
conplexity of the U S. Arned Forces, and the nultiple and
usual Iy simultaneous m ssions that nust be perfornmed, from
counter-insurgency to nucl ear deterrence, require greater
communi cation coordination.? In fact, the U.S. Army depends on
reliable and pronpt coordination between C2 nodes (information
superiority) to provide comanders a conpetitive advantage on
current and future battlefields. However, the current U S. Arny
communi cations systens are limted between nodes and have not
kept pace with the advances in conmand and control (C2) systens.
The U. S. Arny purchased the current communi cations systens
Mobi | e Subscri ber Equi pnment (MSE) and Tritac/Digital G oup

Mul ti pl exer (DGW systens in the early 1980s, when systens were

2 Command in \War



designed primarily for voice comuni cations. Consequently,
these two systens provide very little bandwi dth (system
processi ng speed and speed of voice/data delivery) for voice and
data files and command and control (C2) systens connectivity.
The WN-T design/concept will replace the outdated, oversized,
and limted MSE and DGM systens, but it will cost nmuch nore than

many in the U S. Arny and the Signal Corps anticipate.

Role

The U.S. Arny’s future tactical conmmuni cations system (W N
T) is expected to consist of a communications infrastructure and
net work nodes fromthe maneuver battalion (tactical
comuni cations) to the theater rear boundary (strategic
comuni cations). Furthernore, the WNT network is expected to
provi de command, control, conmunications, conputers,
intelligence, surveillance, and reconnai ssance (C41 SR) support
capabilities that are nobile, secure, survivable, seanl ess, and
capabl e of supporting nmultinmedia tactical information systens
within the warfighters’ battlespace.?®

The aut hor recogni zes as a given that bandw dth capacity
and redundancy for C2 system connectivity is the primry
requi renment for WN-T or any new comruni cati ons system or

architecture. However, under the current contract, GCeneral

*WN-T Concept of Qperations (Draft)



Dynam cs and Lockheed Martin will be nmanagi ng the communi cati ons
concept, the architecture, the systens integration, and the
associ ated software. By doing this, the U S. Arny is commtting
itself to a passive role and a long-term proprietary
relationship with the two contractors.

I nstead of allow ng General Dynam cs and Lockheed Martin to
| ead the communi cations design, the U S. Arny Signal Corps
shoul d play a nore active role in concept/architecture design to
ensure the new comuni cations systemw || support the
warfighter, the current Arny transformation, and the changi ng
battl efield. Refocusing the scope of the work and requirenents
woul d save val uable tinme and place managenent control with the

U.S. Arny Signal Corps:

. Under this plan, the Signal Corp would direct system
devel opnment and focus contractors on specific points and
on specific systens instead of allowi ng the contractors
to drive the design/guard the “hen” house.

o The U.S. Arny should carefully define the Brigade Conbat
Team (BCT' s) before a comon comuni cati ons systemis
devel oped (The U.S. Arny currently is in only the
prelimnary stage of the transformation into Stryker and

Bri gade Conbat Teans.)



. The U S. Arny Signal Corps should enphasize systens
integration, that is, the ability of WNT to connect to
existing joint (Navy/Marine and Air Force systens) and
commerci al communi cati ons systens to ensure common
i nteroperability.

. I nstead of proprietary systens and concepts, the Signal
Cor ps shoul d insist on using conmercial-off-the-shelf-
technol ogi es (COTS) wth common user interface qualities

(al so allow ng for upgrade).

AIRBORNE
e
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Utimately, the U S Arny will pay for hidden costs and/or

Reduced Time and Cost

see a delay in delivery given the conceptual, prenmature nature
of the contract. The contractors for the WN- T desi gn/ concept
are expected to deliver the first prototype systemfor testing
by 2010. After the research and devel opnent phase, the testing
and approval phase would begin with the U S. Arny Signal Corps
and the contractors validating the WN T systenis
supportability. The final phase would be CGeneral Dynam cs’ and
Lockheed Martin’s production of the approved system In addition
to the phases of research and devel opnent and the testing

phases, the Signal Corps would be required to redesign the



of ficer and enlisted personnel training and doctrine concerning
the installation, operation and the maintenance of the WNT
system Wile all this is taking place, the U S Arny will be
transform ng the force structure into brigade conbat teans
i ntroduci ng another variable into the already conpl ex
requirenent. The cost of the WN-T project is currently
estimated at $10 billion dollars. Because of the uncertainty
associated with the Arnmy’s transformation into brigade conbat
teans and the changing battlefield, little specific guidance is
presently avail able for the contractors, inevitably
necessitating costly future change orders to the original plan.
Mor eover, instead of |eaving the design of the
communi cati ons concept, the architecture, and the systens
interconnectivity to General Dynami cs and Lockheed Martin, the
U.S. Arny could save tinme and noney by designing the concept and
managi ng the architecture to ensure joint interoperability.
Wiile creating the design, the Signal Corps could wite the
doctrine concurrently (doctrine should always drive system
devel opnent, not the reverse), thereby saving time and preparing
the signal community for the future changes, instead of waiting
for the contractors to present the plan. Furthernore, by giving
(instead of waiting for) specific instructions for system
design, the Signal Corp could begin retraining the officer and

enlisted corps on the systens concepts, interoperability, and



connectivity. Simlarly, the U S. Arny Signal Corps could
control costs by carefully projecting the individual specific
system requi rements and by managi ng the bi dding process for the
i ndi vi dual systens (which will be upgradeable and have COI’ s

attri butes/common user interface qualities).

Battlefield Flexibility

Flexibility in comunications is necessary to support the
changi ng battlefield, where soldiers nust be able to tailor a
communi cations plan and the equi pnment enploynment to fit the
terrain, the maneuver unit, the eneny, and the m ssion. In both
Af ghani stan and Iraq, soldiers are adapting out-of-date and
i nsufficient communi cations systens to respond to the current
environment. The decentralized approach to controlling the
enpl oynment of conmuni cations systens that is evolving wll
continue, and it will require a conmunications systemthat
provides a wi de variety of nodul ar, durable, and adaptable
solutions that will interface with any joint/comerci al
comuni cati ons system For exanple, the commercial industry is
pushi ng wirel ess comuni cati ons systens for internet and
t el ephone servi ces. Because w rel ess systens provide nore
flexibility in communications to the user, a plan to support a
maneuver unit in an urban environnment would be to enpl oy

encrypted cel lular phones with data ports for laptops, utilizing



the existing mediumlevel mlitary satellite systens (Iridium
phone support satellites) which could also interface with
current joint mlitary systenms or conmercial conmunications
systens to ensure redundancy. Unfortunately, because the U. S.
Arny Signal Corps is not designing the conmunications
architecture or giving specific guidance to the contractors on
equi pment specifications*, proprietary systenms and designs wl |
be devel oped which will prove to be inflexible concerning
installation, upgrade, and interoperability.

Conversely, in the conmercial comuni cations world,
col | aboration for software design has becone the standard for
devel opnent and upgrade. Thomas Friedman, in the book, The Wrld
is Flat states, “The old top-down [proprietary] nodel is broken
“l devel op sonmething and then throw it over the wall to you, and
you find the bugs and throw it back; [then] | patch it and then
sell a new version.’”® Granted the U.S. Arny cannot open the door
and invite a public collaboration. However, building a
col | aborative team (user participation) that will establish
foundati onal principals would keep the new contmuni cati ons
systen(s) relevant for decades. Adapting existing commercial and
mlitary technol ogies, |like the newer satellite comunications

nodes (e.g., Triband Satellite Term nal, SMART-T, Phoeni x

*WN-T Concept of Qperations (Draft)
> The World is Flat
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Termnal etc.), the high capacity line of sight (HCLOS) and
joint tactical radio system (JTRS) (see figure below), data
systens |ike G sco and VOP (Voice over Internet Protocol)
packages and ot her innovations into a nobile, hardened
architecture is the solution to “reinventing a [proprietary]

wheel .”

€@ JITRSCLUSTERS
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Opposing Views

[0LD IRONSIDES
As mlitary manpower is redirected to operating forces,

nore and nore work i s outsourced to governnment contractors.
Forces driving the outsourcing oppose any proposals that woul d
weaken the WN-T contract’s nmonment um

1. “WNT nmay take | onger to develop, but it will conme with
contractors to support the system technical support, and a
concept that will provide enough bandw dt h and redundancy for
every C4l SR support systemon the battlefield.”

Counterpoint: Because of the proprietary nature of the
contract, the U S. Arny will not receive the schematics for the
systens, and the equi pnment will nost likely come with only a
one-year warranty. Consequently, the Army will be required to
anmend the existing contract with General Dynam cs and Lockheed
Martin to make all future systemrepairs. Mreover, contractors
wi || provide general guidance for enploynent of the systens;
however Soldiers will be responsible for detailed planning,
enpl oyment, and field expedient repair (engineering, repair,
fabrication and installation “on-the-nove”) in unusual and
conbat situations wi thout the benefit of the schematics. Wile
CGeneral Dynam cs and Lockheed Martin’s WNT concept w ||

provi de redundancy and bandw dth for C41 SR systens, tech support

12



will prove costly in the short-termand even costlier in the
| ong-term

2. “External devel opnent of the future conmunications
systemw ||l allowthe U S. Army Signal Corps to focus on
exi sting communi cations issues and chal |l enges.”

Counterpoint: The U S. Arny is paying a heavy price for the
research and devel opnent of a proprietary system WNT s
primary focus is redundancy and bandwi dth capacity for C4l SR
systens. The U.S. Arny can devel op the concept/systemthat wll
support this requirenment and give specific guidance to
contractors for systens design, saving both time and noney.

3. “Why buy systenms with conmon interface qualities/COI's
and allow the users to build the networks to support the
changi ng battlefield, when the U S. Arny can buy the right
system and not have to struggle with planning for each
situation.”

Counterpoint: Mrre planning is required to deal with a
conprehensi ve proprietary systeminstead of a COI's system
Proprietary systens do not interface well with ol der systens,
newer technol ogy, and do not adapt well to a changi ng
battl efield. The issue is not the comruni cation systemitself,
but rather the scale of the design/concept of the communication

systemand its adaptability and flexibility-its ability to
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interface properly with the current conmmunications systens and

tonorrow s communi cations systens.

Conclusion

Contractors |ike General Dynami cs and Lockheed Martin have
done an outstanding job of fielding, upgrading, and maintaining
the current communi cations systens. However, Soldiers are
adapting the current comuni cations architectures (Wth
insufficient systens) in Afghanistan and Iraq wi th amazi ng
success. WNT, in the initial stages, will prove to be the
| atest and the greatest gadget, but other |ess costly, nore
flexible options exist. Instead the U S. Arny appears to be

buying into individuality and an ideol ogy of contracting.

Wrd Count: 1948
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Appendix A

Warfighter Information Network-Tactical Design/Concept

A Closer Look at WIN-T’s Concept of Redundancy...

The WN-T design/concept will replace the outdated,
oversized, and limted MSE and DGM equi pment. The first
(highest) layer of redundancy is the space |ayer. The space
layer will interface with the satellite nodes, specifically
systens |like the SMART-T (EHF Band) satellite systemor the Tri-
band (SHF to Ka Band) satellite system (TST). In addition to the
advances in satellite nodes, nodern day geosynchronous satellite
systens |like the MLSTAR (mlitary satellites) are able to
transmt voice and data comruni cations to ot her geosynchronous
satellites, creating global relays.

The second | ayer of redundancy created by WN-T will be the
ai rborne layer. The airborne comuni cations layer will utilize
manned and unmanned aerial vehicles carrying comruni cations
payl oads acting as retransm ssion stations. Aerial
comuni cations relays will retransmt radio frequencies |ike the
very high frequency (VHF) LGOS signals supporting the maneuver
battalion, which would normally refract in an urban environnent,
to other C2 nodes. At higher altitudes, US. Arny forces wll
rely on joint aerial platfornms such as md-altitude airships,

aerostats, or the G obal Hawk to provide coverage to a w der
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area. H gh-altitude aerial vehicles will also route traffic to
t he space | ayer

The third |l ayer of redundancy in comunications is the
terrestrial comunications layer. This |ayer interconnects all
ground- based el enents and is especially critical for
i nterconnecting highly nobile tactical units. Line-of-sight
(LOS) wireless links interconnect dispersed tactical elenents
(hi gh-capacity LOS-HCLOS Radi 0) and are further extended by the
automatic routing capability of the joint tactical radio system
(JTRS) with linkage to the airborne and space layers. WNT' s
hi gher bandw dth and redundancy in comuni cations w |l support
data networks, voice sw tching nodes, and C2 systens that wll
enabl e commanders to make and i npl ement superior decisions
faster than their opposition, equaling information superiority
on the battlefield (see figure below for the WNT theory of

connectivity).
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Appendix B

The U.S. Army’s History of “Bad Communications Contracts”

The constant search for information superiority has |eft
the US. Mlitary and the U S. Arny with a long history of over
budget and proprietary comruni cati ons systens design. For
exanple, in the 1960's, the U S. Arny partnered with Australi a,
Canada, and the United Kingdomin a joint devel opnent of an
anal og communi cations systemcalled the Mallard system On 5
June 1969, the Mallard project noved to phase two of project

devel opnent awarding a contract to Iranian Gendarnerie

SWN-T Information Brief
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Communi cations.’ The project seemed to be progressing well until
suddenly, the U S. mlitary pulled out in late 1969 and |left the
remai ning nations with nine years of work and no equi pnment or
future plans for design. Because the U S. mlitary abruptly

w thdrew fromthe plan, the remaining nations wthdrew, | osing
mllions as well.® The Mallard systemdid not neet all of the
obj ectives, for which the U S mlitary was searching and did
not allow for system expansi on or upgrade because of the
proprietary design. The U.S. Arny’s current communi cations
system (MSE) eventually made it to production and is in use

t oday, however the contract al nbost becane a “Mallard Contract.”
Janes M Ilitary Commrunications experts uncovered a few of the MSE

contracting di sputes:

The U.S. Arny’s current comrunications system the
MSE  commruni cati ons system desi gned by GTE,
originally began with a one-billion-dollar price tag
and later blossoned into a $4.3 billion-dollar
vent ure. MBE, as purchased in 1982, was to provide
communi cations to forward units, but in 1983 the

US. Arny decided to change the architecture to

"Fort Monnouth Message, 1965 www. nonnout h. arny. m |/ historian/
pubupdat es/ Parti al _Monnout h_Message | ndex 1960s. doc

8 Janes MIlitary Communications 1990 - 1991, p. 831.
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support bri gade and bel ow echel ons, costi ng

taxpayers an extra $3.3 billion dollars [because of

a lack of foresight]. In addition, GIE was unable to

field the requirements of the new brigade and bel ow

communi cations system and the US. Arny restarted

the contracting process |ooking for new bids. Later
the US Arny paid GIE, now subcontracting to a
French conpany, another $1.5 billion dollars to

finish the project.?

MBE equi pnent has been upgraded (increasing bandw dt h)

nunerous tines since it was fielded in 1982; however,

only the

contractors are able to upgrade the MSE systens because the

schematics for design will not be released to the U S. Arny

Si gnal Corps, nmaking the MSE systema very costly proprietary

contract.

°® Janes MIlitary Communications 1990 - 1991, p. 831.
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